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Relevance of the topic

The end of the 70s, the beginning of the 80s of the last centuries is
characterized by a sharp increase in the complexity of electronic devices (ED).
This is due to the emergence of microprocessor technology and its widespread
adoption. Now it is possible to design the so-called software-defined devices of a
wide variety functional purposes.

As a result, the difficulties of quality control, first of all, the final control of
the technical condition of the ED, have dramatically increased. Technical
diagnostics, as a science, received a powerful impetus for its further development.
It was during this period that the main state standards in the field of technical
diagnostics were developed.

Through the efforts of domestic and foreign scientists, many methods of
non-destructive testing and diagnostics have been developed. The results of
research in this area were universal in nature and began to be applied in almost all
industries.

However, the features of electronic devices are such that in most cases it is
impossible to diagnose and establish the causes and location of the malfunction by
one method or method. Unlike most technical products, various interrelated
physical processes occur simultaneously in electronic devices.

Electrical processes naturally cause thermal processes, which, in turn, by
changing the physical and mechanical parameters, affect the strength
characteristics of structures. There is also a reverse effect of mechanical processes
through the dissipation of energy on thermal processes, and those, through the
temperature-dependent parameters of electric radioelements, affect the electrical
processes in the ED. Any malfunction in one way or another will affect the
electrical, thermal or mechanical characteristics of electronic devices.

At the present stage, the ED complexity has increased so much that it is
practically impossible to design them without the use of the most modern
computer-aided design systems based on mathematical modeling and computer

technologies.



Despite the automation of most stages of the design stage, without
considering the consequences of possible ED failures at the stages of production
and operation, it is impossible to effectively organize the life cycle of electronic
devices. Diagnostic support of modern electronic devices should be developed
directly in the process of their computer-aided design. Otherwise, insurmountable
difficulties will arise at the stages of final control and testing of the ED at the
production stage and, accordingly, during maintenance, repair and restoration at
the stage of intended use.

The progress of the science of electronics, as one of the most intensively
developing areas of knowledge, makes it possible to create more and more
complex ED. Methods and diagnostic tools that were effective yesterday are not
effective enough today. Therefore, the problem of technical diagnostics is
constantly evolving and is always relevant.

One of the main scientific and practical problems of technical diagnostics is
the problem of synthesis or generation of test influences. In this regard, the present
study is devoted to the development of methods and tools for the formation of
effective diagnostic tests that will identify malfunctions of electronic devices at a

given depth and with the required completeness.

The degree of research topic elaboration

A lot of works of worldwide scientists are devoted to the problems of
automated design of electronic devices. In particular, the works of Yu.N. Kofanov.
aimed at integrated modeling of interrelated physical processes in ED, the work of
S.R. Tumkovskiy. The works of L.N. Kechiev are devoted to the identification of
the primary parameters of the components of electrical radioelements (ERE), the
provision of electromagnetic compatibility and noise immunity; and Saenko V.S.,
the problems of diagnostic modeling and controllable design of ED were
investigated in the works of Uvaysov S.U. and Ivanov |.A., and the work of the

school of Petrosyants K.O. are aimed at ensuring radiation resistance in the process



of computer-aided design of microelectronic devices. Also John W. Bandler, Aly.
E. Salama, Michatl Tadeusiewicz, Stanistaw Hatgas and the others.

Analyzing the development degree of the topic study, it should be noted that
the methods and means of diagnosing analog and digital devices differ
significantly. The methods of synthesis of test influences are also fundamentally
different. If for the latter the tests are a set of binary code combinations of a certain
bit depth that limits the maximum test length, then for the former it is a
theoretically infinite set of signal level values.

The implementation of test diagnostics of digital devices is limited by
computing and time resources. It became obvious that testing modern digital
devices results in colossal time expenditures, even when using supercomputer
computing speeds. The practical solution of diagnostic problems in relation to
digital ED became possible thanks to new technologies and, in particular, JTAG
boundary scanning technology.

Many scientific works are also devoted to the issues of testing analog
devices, or digital devices in analog representation. Nevertheless, the currently
known test generation methods for the automated design of analog ED are not
always effective enough and require further development and generalization.

Thus, the problem lies in the contradiction between the continuous growth
of the complexity of ED and the requirements for their reliability and quality, on
the one hand, and, on the other hand, the insufficient efficiency of existing
methods and means of generating diagnostic tests in computer-aided design,
necessary for troubleshooting devices during their production and operation.

The object of the research is the process of computer-aided design of
controllable electronic devices.

The subject of the research is the method, models, algorithms and
methodological support for the formation of effective tests in the automated design
of electronic devices.

The purpose and objectives of the study



The purpose of the study is to increase the efficiency of the generating
diagnostic tests process during the automated design of ED to determine the
technical state of electronic devices.

The purpose is achieved by consistently solving the following logically related
tasks:

e Analysis of the subject area and formulation of the research problem;

eDevelopment of a method for generating diagnostic tests in the automated
design of analog ED;

eDevelopment of an algorithm for calculating rejection tolerances for the
primary ERE parameters;

eDevelopment of synthesis algorithms for test signals of analog ED in static
and dynamic modes, and in the frequency domain;

eDevelopment of the architecture of a software package for automated
synthesis of diagnostic tests;

eDevelopment of an engineering methodology for the formation of an
effective set of test influences in the ED automated design;

e Testing and implementation of research results.

Research methodology and methods

The dissertation research is based on the methodology of systems analysis
and on the methods and theory of design automation systems, theories of
mathematical modeling, sensitivity, reliability, probability theory and

mathematical statistics, methods of non-destructive testing and diagnostics.

Compliance of the research results with the passport of the specialty

The results of the study correspond to paragraphs. 1-7 passports of specialty
05.13.12 - Design automation systems {Computer-aided design (CAD)}, as well as
the passport of the field of science "Engineering Sciences and Applied

Mathematics” in the specialty "Electronics, Radio Engineering and



Telecommunications"” (Engineering, Electrical & Electronic; Telecommunications)
in terms of items 1, 3, 16-18.

Author’s personal contribution of the problem development

All results and provisions presented to be protected were obtained by the
author personally. On the basis of a deep and comprehensive review and analysis
of the subject area, the study of literary sources and the peculiarities of circuitry
and design and technological implementation of modern electronic devices, the
author identified the problem of generating effective diagnostic tests in the process
of ED designing, as the generation of a contradiction between the need to ensure
the controllability of ED and the lack of specialized means in existing CAD
systems.

The author personally formulated the object of research as a process in
which the problem is identified and the subject of research is revealed as a
specification of means for solving the scientific problem of generating tests in the
automated design of electronic devices.

The goal of the work is set and a logically related set of tasks for its
achievement is defined, in the solution of which the author personally obtained
new scientific results that have important applied and practical significance for the
electronic industry.

Personal contributions are also reflected in a sufficient number of peer-
reviewed and indexed publications in which the applicant is the main author.

The main results of the study

1. Based on a review of literary sources and an analysis of the current state
of the problem of diagnosis in general and, the synthesis of diagnostic tests, in
particular, at enterprises of the electronic industry, an analysis of the subject area
was carried out, which made it possible to formulate the scientific task of the
dissertation research;

2. A method for generating diagnostic tests has been developed. The method

Is based on mathematical modeling of interrelated physical processes occurring in



circuits and designs of electronic devices using modern CAD systems. Modeling is
carried out at the stages of ED electrical design. Simulation is carried out in order
to identify effective input test electrical signals that allow detecting and identifying
device malfunctions in the form of unacceptable deviations in the parameters of
component parts;

3. Based on the physical laws of the dependence of the ERE parameters on
disturbing factors, in particular, temperature and aging, mathematical expressions
have been obtained and an algorithm has been developed for calculating rejection
tolerances for the primary parameters of elements that differ from technological
tolerances;

4. Considering the peculiarities of mathematical modeling of electrical
processes in ED circuits for direct current, in the frequency domain, and in a
dynamic mode, an algorithm for the synthesis of diagnostic test signals sufficient
for localizing a fault to the level of a parameter of a circuit element is proposed.
This also considers the metrological capabilities of the diagnostic equipment;

5. The architecture of the software complex, which includes modern CAD of
electronic devices, and an engineering technique for the synthesis of effective test
signals for the practical use of the developed methods and algorithms in the
process of ED computer-aided design;

6. Numerical and field experimental studies have been carried out,
confirming the correctness of theoretical assumptions, the reliability of the results
obtained and the effectiveness of the practical application of the method of
generating diagnostic test signals in the process of computer-aided design of
modern ED;

7. The main results of the study were widely tested at many significant
scientific and practical symposia and conferences, and found support among
scientists and specialists in the field of design automation, non-destructive testing
and technical diagnostics of electronic devices.

The reliability and validity of the results obtained are confirmed by the

correct formulation of the problem and the applied research methods, the



consistency of data from a large volume of numerical experiments using modern
and widely tested software tools for mathematical modeling of physical processes
in electronic devices with data obtained during field experiments using verified
control and measuring instruments.

The reliability is also confirmed by the approbation of the main results of
work over a number of years at many Russian and International conferences and
publications in publicly available peer-reviewed publications indexed in
international and domestic citation databases WoS, Scopus and RSCI, as well as by
the implementation of the research results into the practice of ED design at
industry enterprises and in the educational process of universities in the profile

areas of training students.

Scientific novelty of the research is in follows:

1. A method for generating test influences has been developed, which
differs from the well-known sequential mathematical modeling of electrical
processes in an ED in a static mode, in the frequency and time domains,
considering the limitations imposed by the technical conditions on the component
elements to the permissible modes of their operation.

2. An algorithm for calculating tolerances for the internal parameters of
component elements is proposed, which differs from the known ones by
introducing information about the operating temperatures of the ERE and the
required service life of the device, which allows calculating the limiting values of
the tolerance limits in the process of circuit design.

3. Algorithms for generating tests have been developed, which differ
from the known ones by considering the features of the designed ED and the
metrological characteristics of the control and measuring and diagnostic
equipment, which makes it possible to purposefully select the effective values of
test signals for diagnosing ED both in the DC mode and in the dynamic mode, and

in the small-signal mode for frequency domain.



4, A software and methodological support have been created, which,
unlike the known ones, supplements the circuitry CAD with modules and
procedures that allow, in the process of computer-aided design of electronic
devices, to form a set of diagnostic tests necessary for monitoring the technical

condition.

Theoretical significance and practical usefulness

The theoretical significance of the research lies in the development of the
theory of automation systems for the design of electronic devices and methods of
non-destructive testing and technical diagnostics of ED, and its practical usefulness
lies in the fact that:

* Application of the proposed method and tools in the design of electronic
devices will automate the process of generating test signals and, thereby, increase
the efficiency of the process of diagnosing the technical state of ED during their
production, final control, testing and operation;

* Generation of effective actions will provide the ability to detect and
localize malfunctions of electronic devices with the required completeness at a
given search depth;

* The developed software and methodological support allow to purposefully
ensure the controllability of ED during their computer-aided design.

The results of work in the implementation of new technologies for the
production of electronic devices are of great applied importance, especially in the

implementation of the technology of 3D-printed assemblies.

Provisions to be protected
1. The developed method of generating diagnostic tests allows at the stages
of automated circuit design of electronic devices to solve the scientific problem of
synthesizing a set of input electrical signals that provide the necessary
controllability of the ED with the required depth and a given completeness of the

technical condition assessment;



2. The proposed algorithm allows, in the process of circuit design, to
calculate the values of rejection tolerances for the parameter values of the ERE
components, considering their operating temperatures and the overall service life
of the device;

3. The developed algorithms for generating tests allow, in static and dynamic
modes, and in the frequency domain, to form a set of input electrical signals
necessary to identify and localize latent faults in electronic devices;

4. The created software and methodological support allows the developer in
the process and at the stages of circuitry and design and technological design to

ensure the unconditional testability of the ED.

Work approbation
The work results were presented at the following Russian and International
conferences:

1. 2020 Moscow Workshop on Electronic and Networking Technologies
(MWENT), Moscow, Russia, March 11-13, 2020, «Event-based Cooperation of
Functional Networking Components in Distributed Technological Systems»

2. 2018 Moscow Workshop on Electronic and Networking Technologies,
MWENT, Moscow, Russia, March 14-16, 2018, «Real-time sorting and lossless
compression of data on FPGA»

3. International Siberian Conference on Control and Communications,
SIBCON, Moscow, May 12-14, 2016; "The algorithm for battery charge control of
renewable energy sources — Wind turbine and solar panel”, "Lossless
compression algorithm for use in telecommunication systems".

4. International scientific-practical conference "Information Innovative
Technologies”, Prague, Czech Republic, April 24-26, 2016, April 24-28, 2017;
International Seminar on Electron Devices Design and Production (SED), April

23-24 anpens 2019, «Intelligent power electronic Cconverter for wired and



wireless distributed applications», «The system of automated circuit simulation of
electronic devices»

24 papers have been published on the topic of the dissertation, including
14 in publications indexed in Scopus and Web of Science.

List of published articles reflecting the main scientific findings of the
dissertation
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Contents

The dissertation includes an introduction, four chapters and conclusion.

The introduction substantiates the relevance of the dissertation topic,
formulates the object and subject of research, defines the purpose of the work and
tasks for its achievements, and briefly presents the content and main results of the

dissertation research.



Chapter 1 is devoted to the review and analysis of the subject area based on
the study of literary sources and modern experience in computer-aided design of
ED. The drawbacks of the existing approaches to the synthesis of tests in the
design of electronic devices are revealed.

The circuitry and design and technological features of modern electronic
devices as objects of diagnostics are analyzed.

A comparative analysis of the existing CAD of electronic tools for their use
in the formation of the necessary set of diagnostic test signals sufficient for
localization of latent defects in the production process, final control, testing and
application of ED for their intended purpose is carried out.

The formulation of the task of scientific research is formulated and brief
conclusions for the chapter are presented.

Chapter 2 defines the requirements for the method of generating diagnostic
tests at the stages of circuit design of electronic devices.

In accordance with the specified requirements, a method has been
developed, which is based on computer modeling of the electrical circuit of an
electronic device in the presence of both catastrophic and parametric faults of ERE
components. The approach proposed in the work allows to form the necessary set
of test signals when using the method of the directory of faults and the method of
parametric identification.

Diagnostic signs for identifying faults are the primary parameters of the
elements of the ED circuit. To calculate the values of the rejection tolerances for
these parameters, mathematical expressions and the corresponding algorithm are
obtained to consider the temperature factor and aging.

The developed diagnostic modeling algorithm allows one to synthesize
effective test signals when studying ED in a static mode, in the frequency and time
domains.

Chapter 3 is devoted to the development of software and methodological
support for the process of generating diagnostic test signals at the stages of circuit
design of ED.



The architecture of a software package is proposed, which, using modern
CAD systems for schematic and technological design, allows automating the
process of generating diagnostic tests.

For use in the practice of computer-aided design of electronic devices, an
engineering technique has been developed for generating the necessary set of test
signals, which will make it possible to quickly detect and identify ED malfunctions
at the stages of production, testing and operation.

Chapter 4 contains data from numerical and field experimental studies that
confirm the validity and reliability of the results of the dissertation work.

Numerical studies were carried out using modern computer-aided design
systems, and field experiments using verified control and measuring instruments.

The practical results of the application of the method in the automated
design of analog circuits are presented.

In the conclusion, the main results obtained in the course of the dissertation
work are listed, and promising directions for the continuation of further research

are indicated.



